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Abstract

Four commonly-used graph statistics, indices
measured at the network level, are studied via Monte
Carlo simulation. By implementing a simple trans-
formation on these indices, we show that they are well
approximated by the normal distribution. Consequently
these approximations allow a researcher to use fun-
damental significance testing to answer a variety of
sub-stantive hypotheses. Using these standard Monte
Carlo simulation methods, we obtain estimates of the
distributions of these network statistics for networks
with between 10 and 100 actors. We show how these
estimates can be expressed in terms of a polynomial of
degree two and include an appendix of 95%
confidence interval lower and upper bounds for the
four dstatistics for networks of size 10 to 25. An
exampleis provided as applied to aterrorism network.
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1. Background

We begin with a directed graph, a single set of nodes
N, and a set of lines. It is common to use this math-
ematical concept to represent a social network, a set of
g actors and a collection of r social relations that
specify how these actors are related to one another
(Wasserman and Faust, 1994). Here, we let r=1
focusing just on networks with single, directed
relations;  further, we assume that the relation is
dichotomous, so that relational ties take on just two
vaues. Welet N ={1,2, E , g} denote the set of actors,
and X denote a particul ar relation defined on the actors.
Specifically, X is a set of ordered pairs recording the
presence or absence of relational ties between pairs of
actors. This social relation can be represented by a g x
g matrix X with elements X;; = 1 if (i,j) ! X and O
otherwise.

Any observed single relationa network may be
regarded as arealization x = [x;] of arandom two-way
binary array X = [X;]. In generd, the entries of
thearray X cannot be assumed to be independent; con-
sequently, it is helpful to specify a dependence
structure for the random variables X;; as originally

suggested by Frank and Strauss (1986) and elaborated
upon by Wasserman and Robins (2005). The
dependence structure for these random variables is
determined by the dependence graph D of the random
array X. D is itself a graph whose nodes are elements
of the index set {(i,j); i,j ! N, i"j} for the random
variables in X, and whose edges signify pairs of the
random variables that are assumed to be conditionally
dependent (given the values of al other random var-
iables). More formally, a dependence graph for a
univariate social network has node set Np = {(i,j); i,j !
N, i"j}. The edges of D are given by Ep = {((i,j).(k,])),
where X;; and Xq are not conditionally independent}.
This specific dependence graph is a version of an
independence graph, as it is termed in the graphical
modeling literature (for example, Lauritzen, 1996;
Robins, 1997).

As Frank and Strauss (1986) observed for univariate
graphs and associated two-way binary arrays, several
well-known classes of distributions for random graphs
may be specified in terms of the structure of the
dependence graph. Pattison and Wasserman (2001)
and Wasserman and Pattison (2000) note that there are
three major classes: (a) Bernoulli graphs and
conditional uniform graph distributions, (b) dyadic
dependence distributions, and (c) the exponential
family of random graphs, known as p’. Here, our
attention is on Bernoulli graphs.

The assumption of conditional independence for al
pairs of random variables representing distinct
relational ties (formally, X;; and Xy are independent
whenever i"k and j" 1) leads to the class of Bernoulli
graphs (Frank and Nowicki, 1993). The dependence
graph for such adistribution has no edges; it is empty.
A Bernoulli graph assumes complete independence of
relational ties; the probability that the tie i/ | is
present is Py . If P = 0.50 for al ties, the distribution
is often referred to as the uniform random graph
distribution, U. The literature of late often refers to
this distribution simply as the “‘random" graph
distribution. All that is ““fixed" in this distribution is
the size of the graph, g. All 299V graphs are equally
likely to occur; hence the uniform probability aspect of
the distribution. A more general Bernoulli graph



distribution fixes the P;; a some constant P each edge
can be viewed as the outcome of a biased coin toss,
with probability P of a ““success". All coin tosses are
still independent. Besides the uniform distribution U
which conditions on no graph properties (only size),
the uniform distribution U|L, statistically conditions on
the number L of edges, or order of the graph (see
Anderson, Butts & Carley, 1999; Wasserman &
Steinley, 2003). All graphs with L=1 edges are equally
likely; graphswith L " | lines (arcs) have probability O.
There are many other conditional uniform
distributions, including the classic U[MAN distribution
which fixes the counts of the three dyad states and
assumes that al digraphs with the specified dyad
census are equally likely, and U|(X+, X;) which fixes
the outdegrees and indegrees (for example, see
Snijders, 1991).

Our goa here is to consider the distribution of a
variety of network statistics, continuing the work we
began in Wasserman and Steinley  (2003).
Unfortunately, as Anderson, Butts, and Carley (1999)
and Wasserman and Steinley (2003) show, when using
conditional uniform distributions to statistically model
a graph, the distributions of the network statistics
examined below usually become increasingly discrete;
hence, it is not possible to consider approximating such
discrete distributions with Gaussian distributions.
There are often only a few possible vaues for a
particular statistic, causing the distribution to be very
discrete. Thus, here we will use here a simple
distribution for our simulations: Bernoulli graphs, as
described above. In particular, the Bernoulli graphs
considered here will have the uniform distribution, U,
with Pij =0.50.

By conditioning U only on the number of nodes, we
focus our attention on four different, commonly used
network statistics: (1) degree centralization, (2) bet-
weenness centralization, (3) efficiency, and (4)
balance. We show how these statistics, after simple
transformations, can be well approximated by the
normal distribution family. We also provide simple
formulas, dependent only on the number of nodes, to
estimate the respective distributions. Naturally, this
leads to several parametric hypothesis tests for
determining the significance of observed indices or
functions of observed indices. We demonstrate these
procedures on arecent terrorist network. We conclude
by discussing the implications of our findings and
some directions for future research.

2. Network Statistics

Consider now the four network indices examined by
Wasserman and Steinley (2003). Each of these
measures is discussed in turn; for ease of notation, the
network measures will be denoted by M; (wherei =1,
E, 4).

2.1 Degree Centrality

Centrality is an important network statistic for almost
al social networks. Much theoretical and meth-
odological work has been done on such indices. Much
of this work, pre-1990, has been reviewed by
Wasserman and Faust (1994). Everett and Borgatti
(2005) bring this research area up to the present. Of
importance to us is the research of Trotter, Rothenberg,
and Coyle (1995), using an idea of Freeman (1980),
suggest that the centrality of network members can
determine the “gatekeepers' of the network -- those
who function as important links within the network,
linking together otherwise unconnected nodes.
Laumann, Gagnon, Michael, and Michaels (1994)
define these central members as the “core group' of a
network. The number of core members within a
network can substantially affect the spread of
information throughout a network. A simple measure
of actor degree (the number of actors adjacent to a
“focal' actor) can determine which actors serve as core
members.

Structural characteristics of actors are aso very
important.  In studies on terrorism, degree centrality
and prestige indices can aid in finding individuals who
“determine’ the sending and receiving of information.
They also can help “locate' important subgroups such
as network core and periphery, which have important
consequences for the network as a whole. An actor-
level degree centrality measure for the i™" actor is

9
Co(n) =1 X (1)

j=1
which can be standardized to be independent of group

sizeby )
_Go(n,

c, (n)=2{%

2

To obtain the graph level statistics for this analysis, (1)



can be embedded in

" (Con)! Coln)
M, == NG
(9! (g! 2

whereC, (n") is the maximum value of (1) over all

actors. Equation (3) has a maximum value of 1 (when
an actor is connected to actors connected to all other
actors--the star graph) and a minimum value of 0 when
all actor-level degrees, (1), are equal.

2.2 Betweenness Centrality

Trotter, et al. (1995) and Laumann, et a. (1994) also
discuss the importance of cutpoints to the connectivity
of anetwork. A cutpoint is a node (or group of nodes)
that spans two disconnected subgraphs. Such network
measures can help to identify those people who are
crucial to the connectedness of a terrorist network (see
Wasserman and Faust, 1994, Ch. 4). For example,
actor betweenness centrality indices could help to
identify those network members who link actors to
some type of influential sub-network. In this situation,
the cutpoints function to 'monitor' the flow of
support/information/resources within the network. For

two actors, j and k let g, be the number of geodesics
linking them, and let g;, (N;) be the number of said
geodesics which contain actor i.

CB(ni):! gjk(ni)/gjk , 4

j<k

or the average number of geodesics between j and k
that contain i. Equation (4) can be generalized to a
graph level statistic by

2" (C,(n")! Con,))

M, =—= ; NG
(9! D°(g! 2

whereC, (N is the maximum value of (4) over all

actors. Equation (5) is at a minimum when all actors
have the same betweenness and a maximum when all
actors are connected to all others.

2.3 Efficiency

Bienenstock and Bonacich (2003) and Borgatti (2003)
recently introduced a new measure to describe the
efficiency of a network. Efficiency measures the
average distance between al pairs of nodes in a
network. When all possible pairs of nodes are con-
nected, the efficiency of the network is equal to unity;
when al of the nodes are isolates the efficiency of the
network is equal to zero. Borgatti (2003) indicates that
efficiency may be the key measure to consider when
deciding which nodes to delete from the network in
order to maximize the impact of the deletion. This
especially seems to be the case when the resources
used for node deletion are limited. Efficiency can be
calculated by

g g
2" 1 di;l
M — i=1 j=i+1 ' (6)
 og(g!')

where dij is the distance (usually the standard geodesic

distance) between actorsi and j. One takes reciprocals
of thedij since the scale of the distances needs to be

reversed. Thus, when all actors are directly connected
to each other (6) is at its maximum of one and when all
actors are disconnected (i.e., isolates) (6) obtains a
minimum of 0.

2.4 Balance

An important concern in social network studies is the
connectivity of a network. Connectivity measures how
well actors are tied together. For example, using
sexua networks and disease simply for illustrative
purposes, actors are unlikely to contract HIV via
sexua intercourse if they are isolates, and not
particularly tied to others. Isolates can, in fact, help to
deter the spread of the disease. Conversely, networks
with greater connectivity are more likely to include
actors who will contract the disease due to more
frequent sexual interactions.

Connectivity is aso important to terrorist networks
because it can determine how much information can be
“transmitted' through a network. Lack of connectivity
(i.e., isolation) can harm individuals.  Although
connectivity in general is a very important
consideration, connectivity can also be dependent on
time. Relationships can be continually beginning and
ending, in a persistent state of flux. Such continual
change influences the spread of information among a
set of actors. There are many different connectivity



measures; here, we focus on balance (i.e., frequency
of transitive triads), which will be denoted by

M4.
3. Evaluation of Network | ndices

3.1 Data Generation

To investigate the distributions of these four network
indices, severa thousand networks were generated. As
stated above, for a given network size, g it isassumed
that all 299 networks have an equally likely chance of
being observed. We generate networks of size g = i
(where i = 10, 11, E, 50) by randomly sampling
10,000 networks for each g and examining the
respective distributions of the four network indices.

3.2 Resaults

Figure 1 plots the means (while Figure 2 plots the
standard deviations) of the respective distributions of
the four network indices by network size. By
examining the results, it is seen that the means of

M,and M, have asomewhat exponential decreasein
relation to actor size while the averages of M, and

M, hardly change with increases in network size.

The standard deviations of all four measures exhibit
equivalent exponential decreases, at lesser rates, as
network size increases.
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Figure 1: Index Averages by Network Size
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Figure 2: Index Standard Deviations by Network Size

In addition to examining the averages of the four
measures across a variety of network sizes, it is also
informative to investigate the entire distribution of
each index for a given value of g. This investigation is
conducted by studying values of each index over all of
the 10,000 randomly generated matrices for a given
network size. From such studies, distributional
properties for each of the ndices can be gleaned. To
understand the distributional results for our four
measures, it is informative to examine a representative
example. Figure 3 shows the resulting observed
distributions for each of the network indices when
0g=15. This indicates that some of the network indices
are not symmetric and either slightly or highly skewed.

We can examine the normal probability plots for the
four indices (see Figure 4). It appears that none of the
simulated distributions of the indices closely follows a
normal distribution. While the efficiency index does
not severely deviate from normality, a slight bow can
be detected in its probability plot. These deviations
from the reference line indicate the four network
measures are not normally distributed. In fact, each of
the indices are bounded between 0 and 1, making
standard normal  distribution  theory  probably
inapplicable. This apparent dilemma has caused some



Degree Centralization

Betweenness Centralization

network statistic of interest, letting B be the number of
instances less than M ;and A be the number of in-

stances greater than M .
4. 1f BIN<#/2 or AN <# /2, reject HO.

One troubling problem with employing randomization
tests is that they violate Gleser's (1996) first law of
applied statistics, Ofwo individuals using the same
statistical method on the same data should arrive at the
same conclusionQ Thus, it would be desirable to
develop a method that allows the same interpretability
as randomization tests while leading to consistent
findings when applied by different researchers.
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Figure 3: Distribution of Network Indices, g =15

researchers (for example, see Anderson, Butts, and
Carley, 1999) to turn to randomization tests to
determine the statistical importance of such indices.

Letting the null hypothesis be

HO: The expected value (E(M,)) of a particular
network statistic is equal to some pre-specified value
(M) , assuming adistribution (here we use U ) on all
network sizeg.

we conduct arandomization test proceeds as follows:

1. Specify the null hypothesized value of the network
statistic, denoted by M, and choose an appropriate
level of significance, # .

2. Generate a set of N random networks drawn from
the appropriate null distribution. Here, the appropriate
distribution is U; however, in other cases, the ap-
propriate distribution could be U|L, U|MAN, and so
forth.

3. For each of the N generated networks, calculate the

Degree Centralization Betweenness Centraliation
T 7
¥
0999 0999
2 2
: z
050 FE
g 9
iy iy
0.001 0.001
£ £
01 02 03 04 05 06 0.05 01 015
Data Data
Efiiciency Balance
7
0.999 0.999
2 2
5 5
g 080 g 080
0 0
Y L
0.001 0.001
1
07 075 08 005 01 015 02
Data Data

Figure 4: Normal Probability Plots of Network Indices,

g=15

4, Transfor mations

4.1 Nor mality of Transformed Data

Although the normal probability plots in Figure 4
indicate the indices are not normally distributed, one



can often transform data such as these to make the
gtatistic in question more Gaussian. Thus, we create a

new index, T, , using the transformation

T :%m(mi/(u M). @

(wherei = 1, E , 4 and denotes one of the four network
indices under study). The distributional properties of
(7) can be investigated to determine its adherence to
normality. Consider again our example with g=15,
Figure 5 displays the normal probability plots for the
transformed statistics. The transformation seems to
work quite well. The normal distribution as an
approximation appears very good.
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Figure 5: Normal Probability Plots of Transformed
Network Indices, g =15

To evaluate al network sizes studied by usrequires 41
different figures each containing four normal
probability plots -- requiring a vast amount of space
and rather subjective interpretations. Thus, it is helpful
to turn to regularly used statistical tests for normality

(for example, see Shapiro & Wilk, 1965; Shapiro,
Wilk, & Chen, 1968). Recognizing that the normal
probability plot is the comparison of two cumulative
probability distribution functions, it is possible to test
the normality of the observed data by testing the
correlation between the two cumulative distribution
functions (Ryan & Joiner, 1974; D'Augostino &
Stevens, 1986). This test corresponds closely with the
commonly used Shapiro-Wilk test; however, it is
preferred because it is simple, easily remembered, and
powerful.  Additionally, combined with the
intuitiveness of evaluating the linearity of a normal
probability plot, it encourages the use and comparison
of the normal probability plot (avisual test) with an
objective measure (a correlation).

To test the normality of T, for a fixed g, the ap-
propriate hypotheses are

HO: The random variable in question is normally
distributed,

Versus
H1: Therandom variable is not normally distributed.

Operationally, HO is rejected when the empirical cor-
relation between the two cumulative distribution
functions, r, is smaller than a specified critical value.
For an # = .01, the appropriate critical value can be
calculated by

0.0211, 1.4106+ 31791

n N 72 (8)

For example, when n = 10,000, I, = .0.9959.

r,, =0.9963

With our situation, we examine 41 different network
sizes and 4 measures, giving us 164 different tests for
normality to be conducted. For every one of the 164

tests, a correlation greater than I, was observed, so

the null hypothesis that the data arise from a normal
distribution was not rejected, for any of the
tests. This well indicates the transformed values of

M,, E , M,are closely approximated by normal
distributions.

We next examined the means and standard deviations
of the transformed measures, focusing on how these
moments relate to network size. These moments
exhibit the same properties as those for the original,
untransformed  measures; however, now the
distribution of the transformed statistics can be



approximated by normal distributions. Instead of
providing tables listing the specific means and standard
deviations of the transformed variables, we can
develop estimating equations for these moments.

We first examine the trends in the four transformed
network statistics as g varies. Since we are interested
in  approximating these measures by normal
distributions, we investigate the trends of the statistics

after transformation. Since M and M , are decreasing

exponential functions in g, we use polynomial
regression of degree two:

B — 2
T _!0+!1g+-’29 :

(9)

Mjand M, can simply be estimated by their means

across the various network sizes since they vary little
with g. Table 1 summarizes the fitted models for the
four transformed statistics, along with the goodness-of-
fit indices for the two polynomia regressions. Note
that these regressions fit the data extremely well with

adjusted R?=0.99.

Network 0 0 0 R? ad.
Index 0 ! 2

M, -0.378 | -0.012 | 6.32x 10” | 0.99
M, -1.00 -0.043 | 2.31x 10* | 0.99
M, 0549 |0 0 1.00
M, -0978 |0 0 1.00

Table 1: Parameter Estimates for Estimating
Distributional Location in Transformed Space

The standard deviations exhibit the same behaviors as
the means for the first two transformed statistics, so
these quantities can be estimated by (9) as well where

T.”isreplaced with T.”.

Network 0 0 0 R? ad.
Index 0 ! 2

M, 0.244 -0.004 | 2.39x 10° | 0.99
M, 0.257 -0.004 | 2.75x 10° | 0.99
M, 0.074 -0.002 | 1.25x 10° | 1.00
M, 0.175 -0.004 | 2.81x10° | 1.00

Table 2: Parameter Estimates for Estimating
Distributional Variability in Transformed Space

Table 2 provides the parameter estimates for the
standard deviations of the four indices. The
polynomial regressions fit well; the smallest adjusted

R?=0.85.

Armed with these models designed to estimate
distribution parameters, it is possible to obtain
approximate parameter estimates for a given network
size. For example, to estimate the distribution

parameters of T,, E, T,for a network of, say, size

0=23, the corresponding distribution parameter
estimates can be calculated from model (9) and Tables
4 and 5. Letting the univariate normal distribution be

represented as N(1,! ?), we obtained parameter
estimates N(-.621, .164), N(-1.86, .179), N(.549, .035),
and N(-.978,.098) for T,, E , T, respectively; whereas,

the observed distributions for T,, E, T, when g= 23
are N(-.640,.160), N(-1.94,.160), N(.549,.030),
N(.978,.078), indicating the estimated distribution is
veryclose to the observed distribution. Due to the large

values of Rz, close agreement between the estimates
and the empirical values can be observed for al of the
measures. We recommend the use of the models for
networks with g = 10, E, 100; however, it may be
tempting to extrapolate these results to larger network
sizes by applying our derived formulas with larger
values of g.

This distributional approximation should be ap-
proached with some caution due to the second and
third terms in (9). Specificaly, since the two terms do
not have the same sign and are of different order, the
third term will eventually cause the decreasing
function to increase as g increases. Alternatively, the
polynomial regressions can be viewed as quadratic
functions, so that the maximum " “reasonable” value of
g can be found by setting the derivative equal to zero.

Calculating the derivatives for each of the T, yields
minima as follows:  approximately g = 94 for M,
and approximately g = 94 for M,. Both M;and

M, are independent of network size. Hence, we do

not recommend using the provided formulas for
network sizes greater than 100. Fortunately, most
networks under study have sizes less than 100
(Anderson, et al., 1999).



5. Hypothesis Testing and Confidence Intervals

It appears that a norma approximation to the
distribution of standard network statistics is not
unreasonable. Using these distributional results,

several hypotheses regarding M; E, M, can be
tested for agiven level of #. Let M i(c)) represent the

hypothesized network measure and et M i(”) represent

the mean of the network measure in the population.
Thefirst null hypothesis considered is

HO®: M W= M ©

This hypothesis can be tested by transforming the data
and obtaining a z-score in the usual manner,

_TT
O

z : (10)

and evaluating the valuein (10) using the standard
normal distribution to obtain ap-value. An alternative
method is to calculate a 100(1-#)% confidence in-
terval,

T +z,T° . (11)

After a confidence interval is caculated in the
transformed space, the lower bound (T, ) and the

upper bound (T,,) can be transformed back into the
original scale by

eZT\b
Ib = 1+ eZT‘b (12)
and
e
ub = 1+ ez'rub (13)
respectively.

The transformation must take place after the
confidence intervals are caculated (instead, of the

frequent mistake of transforming T, back to M, and

then forming confidence intervals) because the reverse
transformation does not apply to the standard deviation

of T.. Furthermore, due to the log-linear nature of the

transformation, the confidence intervals in the
original space will usualy not be symmetric around

the original network measure, M, . We provide a
table of confidence intervals for g = 10, 11, E , 25 for
al four M, in Table 3 (the confidence intervals for g

> 25 can be caculated using the polynomial
regressions given above to first obtain the distribution).

Additionally, if M* and M* represent the pop-
ulation means on measure M, on independent net-
works (i.e., two different actor sets), the null

hypothesis of equivalency
HO®: M@= M ©

can be tested by calculating

To TR

T(!bz) +T|(!62)
[ I

zZ= (14)

and comparing the value in (14) to a standard normal
distribution to calculate a p-value. To test HO®, the
networks must come from independent sets of actors.
This test should not be used to test the equival ence of
a network measure on the same actors across two
relations, because the two measured relations will not
be independent. For instance, it is possible to test the
equivalence of degree centralization among children in
two different classrooms; however, it is not appropriate
to use this formulation to test the equivalence of degree
centralization on two different relations measured on
the same set of children.



6. Example: Terrorist Network

To provide examples of the hypothesis testing
technigue and to motivate the future research of
QGearchingO for missing nodes and links within a
network, we focus on the terrorist network of the
September 11, 2001 hijackers. The network we are
using was initially published in Krebs (2001), and is
depicted in Figure 6. The nodes are nondirectional,
indicating that relations were observed but the
direction of therelation is unknown.

M 1 M 2 M 3 M 1
#Actors [ Ib | ub [Ib |{ub |Ib |ub |Ib |ub
10 14 | 54| .03|.22| .67 |.80|.06|.23
11 J4 | 51|.03|.18|.68|.80|.06 | .21
12 14| 48| .03| .14 | 69| .79 | .07 | .20
13 A4 | 46| 02| .12 | .70 | .79 | .07 | .20
14 A4 | 441 02| 11| .71 | .79 | .08 | .19
15 14 | 431 .02|.09|.71|.78| .08 | .18
16 Jd4 | 41| .02|.08|.71|.78| .08 | .18
17 Jd4 | 40| 02| .07|.72| .78 | .08 | .18
18 A3 |1.39|.02|.06|.72|.78|.09 | .17
19 A3 |1.38|.01|.05|.72|.78|.09 | .17
20 A3 1.3 |.01|.05|.72|.77 | .09 | .17
21 A3 1.3 |.01|.05|.72|.77 | .09 | .17
22 A3 1.3 |.01|.04|.73|.77 | .09 | .16
23 A3 |1.34|.01|.04|.73|.77 | .09 | .16
24 A3 |1.33|.01|.03|.73|.77|.10 | .16
25 A3 1.32|.01|.03|.73|.77|.10 | .16

Table 3: 95% Confidence Intervals of the Four
Network Measures

If the properties of an observed network indicate that is
highly unlikely to occur, we must ask ourselves a
critical question: |s it unlikely because it is a network
that exhibits aberrant behavior? Is it unlikely because
we are just not observing critical ties or nodes?
Currently, we have no reason to believe that an
observed network should demonstrate any type of
aberrant behavior that distinguishes it from other
networks with similar properties. We can either add
actors or ties until the likelihood of the network
dtatistics (i.e., the likelihood of the network itself)
increases.

Assuming the underlying Bernoulli distribution, the
missing links within the network are found by adding
additional links such that the overall likelihood of the
network statistics increase. Since the network statistics
have Gaussian distributions, increasing the likelihood

for each of the network statistics is equivalent to
finding z-scores for each statistic that are closest to
zero. However, it is likely that the underlying dis-
tribution is not the Bernoulli distribution. Further-
more, it is not clear how the information from each of
the statistics can be combined (for instance it is not
likely that independence of the network statistics can
be assumed). Our future research focuses on: (@)
exploring the behavior of the network statistics under
several different assumed sampling distributions for
the networks, (b) accurately computing the likelihood
of the joint distribution of the network statistics, and
(c) determining the most effective procedures to
impute the missing nodes and/or links in an observed
network.
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